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With few exceptions, businesses prefer to avoid the cost and uncertainty of IP litigation.  Where 

that proves impossible, preparing properly for possible IP disputes can minimize potential risks 

while maximizing likelihood of success.  Thankfully, several strategies exist for in-house counsel 

to either avoid IP litigation or at least mitigate certain risks from unavoidable lawsuits. 

 

This article addresses two areas where in house counsel can meaningfully reduce the risk 

associated with IP litigation: (1) trade secret misappropriation claims; and (2) willful 

infringement.   

 

1. Mitigating Trade Secret Misappropriation Claims 

Allegations of trade secret misappropriation can be both costly and disruptive, highlighting the 

importance of avoiding such claims in the first place. But, first, what exactly is a trade secret?  

The short answer is anything a business keeps confidential that provides value by nature of it 

remaining confidential.  Famous trade secrets include the recipe for Coca-Cola and the formula 

for WD-40.  Business information like pricing strategies and customer lists can also be trade 

secrets.  Misappropriating typically requires obtaining or using a trade secret via “improper 

means.”  An area where such allegations frequently arise is the hiring of an employee from a 

competitor.  In this context, an ounce of prevention in the on-boarding of new employees can be 

worth a pound of cure.  

 

Hiring employees from competitors poses significant risk because they may possess, even 

unknowingly, trade secrets from their prior employer.  Although taking advantage of new 

employees’ industry experience and wisdom is entirely proper, businesses must also be vigilant 

to ensure that wisdom does not encompass a former employer’s trade secrets.  A helpful strategy 

to limit that risk is meeting with new hires ahead of their start date to set expectations.  Hiring 

companies can educate new hires on the differences between bringing personal experience and 

taking confidential information, emphasizing the importance avoiding the latter.  The employer 

should also go over potential sources of confidential information with the new hire such as cloud 

storage (e.g. Drop Box, Google Drive), personal web-based email accounts, social media 

accounts, personal computers and smart devices (including texts and photos), and even home 

offices.  The new hire may have previously used one of these tools to download data from a 

former employer, and that data could include the former employer’s trade secrets.  While the 

new hire’s retention of this data is typically innocuous, a diligent hiring company should confirm 

(in writing) that the new hire has removed any such data from those sources prior to 

employment.   
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Hiring companies can also utilize protective agreements requiring new employees will not use or 

disclose former employers’ confidential information, do not possess any non-public information 

from prior employers, and will not provide ideas to the new employer derived from the old 

employer’s trade secrets.  In addition to providing clear instructions to new employees about the 

importance of maintaining the confidentiality of trade secrets learned at a former employer, these 

agreements can serve to memorialize the hiring companies efforts in the unfortunate event of a 

trade secret misappropriate claim against the hiring company down the road. 

 

 

2. Avoiding Allegations of Willful Infringement 

Despite these and other preventative measures, sometimes IP litigation is inevitable.  When it 

occurs, one aspect of risk warrants special consideration: willfulness.  In patent cases, willful 

infringement permits courts to increase damages by up to three times; willful copyright 

infringement can lead to a five-fold increase in statutory damages; willful trademark 

infringement increases risk of disgorgement of profits; and the Georgia Trade Secrets Act allows 

for exemplary damages (up to twice actual damages) for willful misappropriation.  

 

In patent litigation, the risks of willfulness increased dramatically since 2016.  Previously, 

whether infringement was willful hinged in part on a showing of “objective recklessness,” i.e., 

that the accused infringer acted despite an objectively high likelihood that its actions constituted 

infringement of a valid patent.  Frequently, as long as a defendant could mount even a colorable 

defense, that would suffice to defeat willfulness allegations.  In Halo v. Pulse, the U.S. Supreme 

Court did away with that “unduly rigid” test, allowing willfulness findings based solely on the 

defendant’s subjective willfulness at the time of infringement and lowering the evidentiary 

standard.  Since Halo, statistics demonstrate willfulness is both easier to prove and its mere 

presence as an issue at trial increases the chances of any infringement being found.  Notably, 

because courts often look to patent willfulness case law to interpret willfulness issues in other 

areas of IP law, Halo is likely to be impactful beyond patent law. 

 

Fortunately, businesses can implement IP policies to mitigate the risks of willfulness.  Critically, 

companies should insist that all IP issues be funneled to the legal department for proper (and 

legally privileged) analysis and handling.  Policies can also urge the maintenance of independent 

development evidence to combat accusations of copying.  Policies should emphasize the need for 

the legal department and management to act reasonably and in good faith in all interactions with 

other parties, such as responding promptly and substantively to inquiries and allegations.  Lastly, 

where risk of litigation is high, companies should consider obtaining formal opinions of counsel 

on which they may rely at trial.  Although opinions of counsel are not always necessary, nor are 

they fool-proof, they can impact a factfinder’s view of whether a party acted in good faith, 

significantly reducing exposure.   


